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CCR No. 97-0561 Logged Date 4/11/97 Rev. - Request Type CCR

Priority Routine|:| Urgent Emergency |:| Affected Release Change Class |1

Title (description)
Restrict access to observer

Documents Affected Source Nos (RID, NCR, Action Item, GSFC CCR, etc.) or
Tech Reference
None CCR 97-0363

RTM Change |:| Start New Baseline |:|

Problem

Upon resolution of the above mentioned CCR (upgrading observer to Solaris 2.5.1), several
unauthorized users, both internal and external, were discovered.

Proposed Solution

Restrict access to this machine. The internal users were using it as a gateway outside the
firewall. This ties up machine resources. The external users were coming from dialup accounts
of unknown origin and intent. This problem speaks for itself. A user group should be set up that
is restricted to Science Office web developers only. Special requests from other organizations
can be handled on a case-by-case basis.

Impact Analysis:

Organizations Affected: BOO [ Contracts [] ECS Chief Eng [] Fos [ M&o [
Procurement [] Qo [ Rel. Dev [] Rel. A [] Rel.C [] SCDO Arch. []
Science Off Security [] Subcontret [] Sys. Eng [] Sys Verf []

Acpt
Cost: None small [] Medium [] Large []
(Not exceeding $100,000)  ($100,000 to $500,000) (Over $500,000)
Schedule: None Other
Additional LOC Man-Months

Materials None

Originator Chris Rogers

Signature Date

Office Science Office Manager
Office

Signature Date
Disposition Approved [ ] Approved w/Comment [ ] Forward [ ] Disapproved [ ]
Comments:

CCB Chairperson
Signature Date
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